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Ayrentudukanus

bezonacuocTs nHpopManuu

l'ocynapcrBenHas
nHPOpPMAIMOHHAS CHCTEMA

Hoctyn k uHGopmanuu
HocTynmHoCTh

3amura uHbopMauu
OT HECAaHKLMOHUPOBAHHOTO
JocTyna

Samuiraemas HHGOPMAIIHS

Nnentnduxarnms

Nndopmannonnas cucrema

NudopmanrionHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanus

KoHnTponupyemas 30Ha

KoudunenmnmansHOCT

TEPMUWHBI U ONPEJIEJEHUA

JelictBUsi 1O TpOBEpKEe NOMJIMHHOCTH CyOBEKTa JOCTyma
B MH(POPMALIMOHHOH cUCTEME

CocrosiHMe  3aUIMIIEHHOCTH HHMOpPMAIMU, TPU KOTOPOM
obOecrieyeHbl €€  KOH(UIACHIMAIBHOCTH,  JIOCTYIIHOCTb
U IIETIOCTHOCTb

WNudopmanmonnas cucrema, co3iaBaeMasi B IeJsX pean3aluu
MOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u oOecrieueHns oOMeHa uHpOpMaNUEl MEXIy JITHMHU
OpraHamu, a TaKke€ B HMHBIX YCTAaHOBJICHHBIX (eaepalTbHbBIMH
3aKOHAMHU LEJSIX

Bo3MoskHOCTB TIOTydeH!s] HH)OPMAIIUK U €€ HCIIONb30BaHMS
Cocrosinue uHMOpMAIUU, XapaKTEPU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB W HH(MOPMAIMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECHPENATCTBEHHBIM J0CTYn K HH(pOpMauu
CyOBEKTOB, IMEIONINX HA ATO TIOJTHOMOYHS

3ammra wHQOpMAIMK, HANpaBlIeHHAs HA TPEIOTBpAIICHHUE
MOJTydeHHUsT 3allliIaeMoil MH(OpMAIMH 3aWHTEPECOBAHHBIMHU
CyObeKTaMU C HapyIICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
U TPaBOBBIMH JOKYMEHTaMH (aKTaMu) WJIH 00JagaTensiMu
nHGOpMAIIMKA TIpaB WM TPAaBHJ pPa3TpaHUYCHUS JOCTyIa
K 3aluniaeMoi nHpopMaImu

Nudopmanusi, sABIAOMIAsICS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeKaliasl 3alluTe B COOTBETCTBUU C TpeOOBaHUSMU
MPABOBBIX JIOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(OpMaIuu
[IpucBoenue cyObekTaM U 00bEKTaM JOCTyIa WASHTU(UKATOPA
U (ATM) CpaBHEHHME TPEABABIIEMOTO0  HIASHTHU(UKATOpa
C TIepeYHEeM MPUCBOCHHBIX UICHTH(PUKATOPOB

CoBOKYIHOCTh cojieprKalieiics B 0azax NaHHBIX HH(POpMAIUU
u obecrieunBarOMX ee  00paboTKy  HMH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBI  JOKYMEHTOB,  COJEpKal[uecs
B MHPOPMAIIMOHHBIX ~ cucTeMax (OmOnMoTeKax, apXxuBax,
donnax, 6aHKax TaHHBIX, UH(POPMALIMOHHBIX CUCTEMAaX IPYTUX
BHJIOB)

[Ipouecchl, mMeTonpl moucka, cOopa, XpaHeHUs, 00pabOTKH,
MPEIOCTABIICHUS, PACIPOCTPaHEHHUsI MH(OPMALIUU U CHOCOObI
OCYILIECTBIICHUS TAKUX MPOLIECCOB U METO/I0B

Cenenus (coobmenus, JTAaHHBIE) HE3aBUCHUMO
oT (popMBI UX TIPEICTABICHUS

[IpoctpancTBo  (TeppuTopus, 34aHUE, YacTh  3JaHHUS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NpeObIBaHUE JIUL,
HE HMEIOIIMX T[IOCTOSHHOTO WMJM  pa3oBOr0  JIOIMYCKa,
U TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO0s13aTeNbHOE IS BBITIOJIHEHUS JTUIOM, MOJYYUBIIAM JOCTYII
K OIpeneleHHol wuHpopMmanuu, TpeboBaHHE HE IepeaBaTh
Takylo uH(popMmanmi TpeThUM JHIaM 0e3  coryacus
ee obnaaarens



O06paboTka mepcoHaIbLHBIX
JaHHBIX

Omnepatop

[TepconanbHbIE TaHHBIE

Yrpo3za 6e3omacHoCTH
nHpopmanuu

VYa93BUMOCTD

IlenocTtHOCTH

JeiicTBus (omepanuu) ¢ NEpCOHAIBHBIMU JTAHHBIMHU, BKIIIOYAst
cOop, cHCcTeMaTHU3aluio, HAKOIUIEHWE, XpPaHEHUE, YTOYHEHHE
(oOHOBJIEHUE, U3MEHEHHE), HCIIOJIB30BaHHUE, PACTIPOCTPAHEHUE
(BTOM 4umcie mepenady), oOe3NIMUMBAaHUE, OJOKHPOBAHUE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WX OPUANYECKOE JIMIO, OCYIIECTBIISIOIINE
JESTENbHOCTh 10 AKCIUTyaTallMd MH(OPMALMOHHON CHCTEMBI,
B TOM 4HCIE MO0 00paboTke WHGOpPMAIUH, COJepKameics
B e¢ 0a3ax JaHHBIX

JIrobast mHpOpMAIUs, OTHOCSIIASACS K TPSIMO WJIH KOCBCHHO
OTIpE/ICIICHHOMY WJIH OTIpeCIIsieMOMY (PH3UIECKOMY JIUITY

CoBOKYNHOCT ~ yclIOBUH U (akTOpOB,  CO3JAIOLIUX
MNOTEHLHUATbHYIO WIH peanbHO CYIIECTBYIOLLYIO
OIIACHOCTB, CBSI3aHHYIO C YTEUKOH uH(popManuu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU W/WJIM  HEIIpeIHaMEpPEHHbIMU
BO3JICUCTBUSIMU Ha Hee

HenocraTox (cmaboctp) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO) CPEACTBA UM MH(POPMAITMOHHOMN
CHUCTEMBl B II€JIOM, KOTOpbIH (KOTOpas) MOXKET ObITh
WCIOJIb30BaHAa I peaju3alud  yrpo3  0e30macHOCTH
nHpopmanuu

YcroitunBocTh  MH(pOpMANMM K  HECAaHKIMOHHUPOBAHHOMY
WM CITy4ailHOMY BO3JIEHCTBHUIO Ha Hee B mpoliecce 00paboTKu
TEXHUYECKUMHU CPEICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOET
OBITh YHUYTOXKCHHUE U UCKOKCHHE HHPOPMAITUH



T'OCTP
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I'BJIOY

®OCB Poccun
DOCTOK Poccum

OBO3HAYEHUSA U COKPAILIEHUA

I'ocynapcrBennsiii cranaapt Pocculickon @enepanyuu

[Momutuka wHPOPMAMOHHOKH Oe30macHOCTH [ ocynapcTBEHHOTO
OIO/PKETHOTO  JIOIIKOJBHOIO  00pa30BaTENbHOIO  YUPEXKACHUS
nerckoro caga Ne 31 oOuiepa3BUBAIOIIEr0 BUJAa C MPUOPUTETHBIM
OCYIIECTBIICHHEM JACATEIBHOCTH TI0 XYI0KECTBEHHO-ICTETHIECKOMY
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I'ocynapcTBeHHOE  OIOMKETHOE  JIOLIKOJIBHOE 00pa3oBaTeIbHOE
yupexaeHue aerckuii cag Ne 31 oOmepa3BHBAOLIETO BUAA C
IPUOPUTETHBIM OCYIIECTBIICHHEM JeSITeTbHOCTH 1o
XY/I0KE€CTBEHHO-ICTETHUECKOMY Pa3BUTHIO JICTEH

[Ipumopckoro paiiona Cankt-IlerepOypra

®denepanpHas cnyxba 6e3onacHoctu Poccuiickoit deneparun
®denepanbHas CIIy)kK0a 10 TEXHUIECKOMY U SKCITIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUSA

Hacrosmas [lonutuka sBisercs JOKYMEHTOM, ONPEEIISIONIMM HallpaBJICHUs €S TEIbHOCTH
B oOmactu oOecrieueHuss WHQPOPMAIMOHHON  O€30MAaCHOCTH H  TPEICTABIsieT  coOOi
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIel U 3a/1a4 HHPOPMALMOHHON 06€30TaCHOCTH, KaK OJJHO WU
HECKOJIBKO IpaBWJl, IPOLEAYp, NPAKTUYECKUX MPUEMOB U PYKOBOASIIUX MPHUHIMIIOB, KOTOPHIMU
pykoBojctByercss I'B/IOY, a Takke OpraHuM3alMOHHBIX, TEXHOJOTMYECKMX M IPOLEAYPHBIX
aCTICKTOB o0ecTieueHuss MHPOPMAITMOHHON 0E30ITaCHOCTH.

[Tonoxenust  Hactosmiedt  [losmMTukm  HE  pacmpocTpaHsiOTCs Ha  obOecredeHue
MHGOPMAIIMOHHOM 0€30MMaCHOCTH CBEJICHNUH, COCTABISIONINX FOCYIApPCTBEHHYIO TalHY.

OcHoBHOM 3amauedt B oOmactu wuHpopMannoHHoi Oe3zonacHoct ['BJIOY mnpusnaer
COBEPIICHCTBOBAHWE MEp U CpEeACTB 0OecredeHHsl 3aliuThl HMHGOpPMaUuKU HHPOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHsI 3aKOHOHAaTenbcTBa Poccuiickoit dexepanuu U HOPM
perynupoBaHusi UH(POPMAIMOHHON JAESTEIbHOCTH B TEKYHIIMX YCJIOBUSX (DYHKIIMOHUPOBAHMS
MH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [IoIMTUKN yYUTHIBAINCH OCHOBHBIE IPUHLMUIIBI CO3AAHUS CUCTEM 3aLUThHI
nH(pOpMallUY,  XapaKTEpPUCTUKM M BO3MOKHOCTH  OPraHU3alMOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-MPOrPaMMHBIX CPEJCTB 3aIUTH HHPOPMAITIH.

B pamkax cBoeii nestensHoctd I'BJIOY 06s3yercst npeanpuHUMAaTh BCE BO3ZMOYKHBIE MEPBI
JUIS 3alllMThl HH(OpPMAaLMK OT yrpo3 6e30macHoCTH HHPOpMaIUH.

TpeGoBarusi HWHPOPMAIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IIEISM JIEATEIbHOCTH
I'BAOY u npemHazHaveHBI sl CHUKEHUS PUCKOB, CBS3aHHBIX C peau3aiueil yrpo3 0€301macHOCTH
uH(popMaIUH.

[TomuTuka noctynHa Bcem padotHukam ['BJIOY u BceM mop30BaTesnisiM ero pecypcos.

2 1EJH U 3AJTAYU OBECIIEUEHUSI TH®OPMAIIMOHHOM BE3OITACHOCTHU

CyO0beKkTbl HH(OPMANUOHHBIX OTHOIIEHU I

CyObexramu nipu obecrieuennn napopmarmonHoit 6e3onacHoctu B 'BJIOY sBisroTcst:

pabotauku ['B/IOY (B TOM uncie yBOJICHHBIE);

rpaxzaane, paboTarolue Mo J0roBOpaM rpakJaHCKO-TIPaBOBOTO XapaKTepa;

¢busznueckue nuIa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX MHCIOJIHEHUS JIOTOBOPHBIX
00513aTEIBCTB;

¢dbuzmveckue nuia, nojaasmue oopamienue B aapec ['bJI0OY;

IOpUAMYECKUE JIUIA, B paMKax HCIIOJIHEHHS JOTOBOPHBIX 00S3aTENIbCTB MM BO UCIOJIHEHUH
TpeOOBaHUI CO CTOPOHBI 3aKOHOAaTENbCTBA Poccuiickoit denepanuu;

Oprasbl TOCYJJapCTBEHHO BJIACTH.

O0beKxThl HHPOPMALMOHHBIX OTHOLIEHHU I

O6bexkTamMu HHOOPMALIMOHHBIX OTHOIIICHUH SBIISIFOTCS:

unpopmannonusie pecypcsl I'5/10Y;

rocyiapcTBeHHble ~ MHGOpMaluOHHbIE  cucTeMbl — OmepaTtopoM  KOTOPBIX  SIBJISIETCA
I'BAOY;

nporeccel  00paboTkn  MHQopmarmuu B uMHpopMmauuoHHbIX  cucremax  ['BJIOVY,
MH(OPMAIIMOHHBIE TEXHOJIOTHH, PErJIaMeHThl U TMpoleAyphl cOopa, 00paboOTKH, XpaHEHUs
U miepenadu nHGopMaIum;

uHpopmaloHHas HMHQPACTPYKTypa, BKIIOYAIOIMIAas CUCTEMBI 0O0pabOTKH, XpaHEHUS
Y aHanu3a nHPOpMaIHH, TPOTPaMMHBIE M MPOTPAMMHO-aNapaTHbIe CPEICTBA, B TOM YHCIIEe KaHAIbI
CBSI3M M TETIEKOMMYHUKAIUH;

CUCTEMBI M CPEJICTBA 3aIIUThl HH(POPMAIUU, OOBEKTHI U MOMEIIECHHUS, B KOTOPBIX pa3MelleHbl
cpeacTBa oOpabOTKU HHPOPMALIUH.

Hean odecnievennst ”HGOPMAIMOHHON 0€30MACHOCTH

OcHoBHOM Tenpt0 oOecrneueHuss uHpopManmonHoit 6e3omacHoct ['BJIOY  sBusroTcst
JCVCTBUS HAMpaBICHbIE Ha JOCTHKEHHE 3alUThl CyOBEKTOB HH(POPMAIMOHHBIX OTHOIIEHWUH OT
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BO3MOKHOTO HAHECEHUS MM MAaTepHalIbHOTO, (U3NYECKOTO, MOPAIBHOTO WM HMHOTO Yyuiepoa,
MOCPEICTBOM  CIy4alHOTO WM  TPEJAHAMEPEHHOrO  BO3JEHCTBHS  Ha  MH(POPMALHUIO,
B TOM YHCIIE:

obecrieueHHs OTKa30yCTOMUYNBOTO (bYHKIMOHUPOBAHUS MIPOTrPaMMHBIX
U arnrmnapaTHo-niporpaMMHbIX cpencTB I'BJIOY u npenocrapiisieMbIX CEpBHUCOB;

COONIIONICHUST TIPABOBOTO PEKUMa HUCIOJIB30BAHUS MAaCCHBOB U CpPEACTB 00paboTKH
nHpOpMaNnH;

MPEJOTBPAILICHHS] pean3ali Yrpo3 0e30MacHOCTH HMH(POPMAIUK MpPH OCYHIECTBICHUU
nestenbHOCTH ['B/IOVY.

3agauu obecneyeHusi HHPOPMALMOHHOI 0€30MACHOCTH

JocTwkenne nenei odecrieueHust HHOOPMAIMOHHON 0€30TacCHOCTH M CBOMCTB MH(OpPMAITHH,
I'BAOY pemiaercs cieaymmuMu 3a1adaMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHUyeHHs] TOCTYyIa MOJb30BaTeie K MHPOPMAIIMOHHBIM, allapaTHbIM, MPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpani M NEpUOJAUYECKOTO KOHTpOJIA JEWCTBUH TMOJIb30BaTeled mpu o00paboTke
3aluIaeMon HHPOpMAaIHU U EPUOINIECKUI KOHTPOJIb KOPPEKTHOCTH UX AEHCTBUM;

KOHTpPOJISI LEJIOCTHOCTH CpEeIbl HCIOJHEHUS NpOorpaMM U €€ BOCCTAHOBJIGHHE B Ciydae
HapyIIeHHUS,

obecrieueHHss ayTeHTU(UKALIMM U  HUACHTU(PUKALMM  [OJIb30BaTeeH,  y4acTBYIOLIUX
B UH(OPMAIIMOHHOM OOMEHE;

obecrnieyeHus HCIIPABHOCTH MIPUMEHSIEMbIX B MH(OPMaLIMOHHBIX cucTemMax
I'BAOY cpencts 3amuThl HHGOPMALINN;

CBOEBPEMEHHOTO BBISIBJICHHE KMCTOYHHUKOB Yrpo3 0e30macHOCTH HMHGOpMaluu, MHpUYHH
U YCIOBHH, CIOCOOCTBYIONIMX  HAHECEHWIO  ymepda  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMALMOHHBIX OTHOLICHUIA;

CO3JITaHUEM CIYKObl MOHHTOPHMHTA M PEardpoBaHHUsl Ha Yrpo3bl O€30MACHOCTH HH(OpPMAIUH
Y HETaTUBHBIE NIOCIIEICTBHUS;

CO3ZJaHMEM YCIIOBUU JUIsi MUHUMH3AIMK HAHOCUMOTO yiiepOa HempaBOMEPHBIMU JEHCTBUIMH,
Y yCTpaHEHHUE MOCIeACTBUI HapyleHuss nHpopMannonHol 6e3omnacHoctu B ' BJIOY.

Pemenue Boimenepeunciennsix 3aga4 B ['bJIOY ocyiecTBisieTcs nocpeacTBOM:

ydeTa BceX MOIeKAIIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JEHCTBUI NepcoHalia, OCYIIECTBISIONIEr0 00CIyKUBAHUE U MOIU(DUKALIUIO
MIPOrPaMMHBIX U TPOrPaMMHO-AINAPATHBIX CPEJCTB HHPOPMAIIMOHHBIX CUCTEM;

peryiaMeHTaIuy  MporeccoB o0paboTku uHbopmaruu, aeicTBuii padotHukoB ['BJIOY,
OCYHIECTBJISIOIINUX HKCILTYyaTAllUI0 MPOrPAMMHBIX U MPOTPAMMHO-AIIIAPATHBIX CPEJICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB TI0 3aluTe UHPOPMAIIHH;

Ha3HAYEHUS U MOJArOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3ALMIO U OCYILECTBICHHE
MepoTpHATHii o oOecneueHuto nHpopMamoHHoi 6ezonacHoctu B '6JI0Y;

HaJleNeHUs] KaXXJ0ro pabOTHUKAa MHHHMAJbHO HEOOXOAMMBIMU TIpaBaMH TpuU padote
B HH(OPMALIMOHHON HHPPACTPYKTYPE COTIIACHO UX OJKHOCTHBIM 00S3aHHOCTSIM;

COOIIIO/ICHNS BCEMH Pa0OTHUKAMHM, 3KCILTYyaTUPYIOUTUMH U 0OCITY>KUBAIOIIMMHU MPOTPaMMHbIE
U TNpOorpaMMHO-aNlapaTHble  CpPEeACTBA, TPeOOBaHUM  OpPraHU3aIMOHHO-PACHOPAAUTEIBHBIX
JOKYMEHTOB I10 BOIlpocaM obecrieueHust HH(OpMaIlMOHHOM 0e3011acHOCTH;

NEPCOHAIILHOM OTBETCTBEHHOCTHIO Ka)/JO0TO0 Pa0OTHHKA 32 CBOM JEWCTBUS, y4aCTBYIOILEIO
B paMKax CBOMX (DYHKLIHMOHAJIBHBIX 00S3aHHOCTEH B Mpolleccax aBTOMATU3UPOBAHHON 00pabOTKH
nHGOpMAaIUK ¥ UMEIOIIETO AOCTYH K pecypcaM HH(POPMALMOHHBIX CUCTEM;

peanu3ayeil TEXHOJOTHYECKUX IPOLEecCOB 00pabOTKM HH(POPMALKMU C HCHOJIb30BaHUEM
KOMIUIEKCOB ~ OPraHM3allHOHHO-TEXHWYECKUX Mep 3alluThl MPOrpaMMHOrO  olecredeHus,
MpOrpaMMHO-aNNapaTHbIX CPEJICTB;

OpPUHATUS Mep TOo oOecrneyeHuo (U3MYecKor IEeNOCTHOCTH MNPOTPaMMHO-AIIapaTHBIX
cpeAcTB MHGOPMAIMOHHBIX CHCTEM U MOAJEpKAaHUEM HEOOXOJUMOIo YpOBHS 3alllUIEHHOCTH
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KOMIIOHEHTOB;

WCIOJIb30BAHUS MPOTPAMMHBIX U MPOrPaMMHO-AMIMAPATHRIX CPEACTB 3aIUTHI MH(OpMAIUH
obpabarsiBaemoM B I'B/IOY u anMUHHCTPAaTUBHON HOIEPKKOIM UX NCHOIB30BAHNS;

KOHTpOJII ~ COONIOACHUS  TOJb30BaTENIIMH  MH(OOPMAIMIOHHBIX ~ CHUCTEM  TpeOOBaHMIA
o obecreueHno NHPOPMAITMOHHOHN OE30TTaCHOCTH;

npoBeaeHus: aHanu3a 3(pPEeKTUBHOCTH MPUHSTHIX MEP 3aIIUTHI HHOOPMAITUH U TPUMEHSIEMBIX
cpeacts 3anuthl nHGopMmarmu B ['BJIOY;

pa3paboOTKu W pealn3aluu TMPEeIOKEHUH T0 COBEPIICHCTBOBAHHIO CHUCTEM 3alIHUTHI
nHpopmanuu B I'B/IOY.

3 TPUHIUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecnieuenre UHOOPMAITMOHHON 0€30MACHOCTH, TOJDKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CIIeAYIOIIMMH OCHOBHBIMU IPUHLUIIAMU:

IIpuHUIMN 3aKOHHOCTH

[Ipu BBIOOpPE MEpONPHUATHI MO 3alUTe UHPOPMAIUH, JOJHKHO COOMIOaThCs JAeHCTBYIOIIEE
3akoHoarenscTBO Poccuiickoit @enepanuu B chepe 3auThl HHGOPMaIUK.

Bce paOoTHUKM JOJKHBI UMETh MpEACTaBlIeHHE 00 OTBETCTBEHHOCTU 3a NPABOHAPYIICHUS
B cdepe 3amuThl nHpopmanuu. IIporpammHo-anmapaTHbele cpeacTBa, npumensemsie B I'B/IOVY,
JOJIKHBI MMETh COOTBETCTBYIOLIME JMIEH3UH, O(UIIMAIbHO NMPUOOpETaThcs Yy MpelcTaBUTeNen
Pa3pabOTUYUKOB ATUX CPEJICTB WM SBISITHCS MHTEIUIEKTYaIbHOM coOcTBeHHOCTRIO [ BJIOY.

IIpyHIUD CHCTEMHOCTH

[Ipu co3maHuy cUCTEMBI 3alIUTHI TOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIpO3bl OE€30M1aCHOCTH
nH(popMaluy, BO3MOXHbIE OOBEKThl M HANpaBJeHHs aTaK Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3amuThl JIOJDKHA CTPOUTBCS C YYETOM HE TOJBKO HW3BECTHBIX KAaHAJIOB YTEUYKH
nHpopMalUK, HO M C YYETOM BO3MOXKHOCTH TOSIBJICHHSI HOBBIX YS3BUMOCTEH B IPOTPaMMHOM
o0ecneveHuu.

IIpuHIMN KOMILIEKCHOCTH

KommnekcHoe ncnosib30BaHre CPeACTB 3alIUThl HHGOPMaLMU MPEoaraeT coriacoBaHHOE
IIPUMEHEHHE IIPU MTOCTPOCHUH IIEJIOCTHON CHCTEMBI 3aIUThI, IEPEKPHIBAIOIIECH BCE CYILIECTBEHHBIE
yrpo3bl 6e30macHoCTH MHQOpMAIMK. 3aluTa JAO0JDKHA CTPOUTHCS SIIEIOHHUpOBaHO. Du3nueckas
3aIuTa J0JDKHA 00ecreunBaThes (PU3MUECKUMU CPECTBAMH M OPraHU3allMOHHBIMU MEPAMH.

[Ipu nocTpoeHu, BHEIPEHUH U IKCIUTyaTallud CUCTEMBbI 3aIIUThl HHPOPMAIIUU PYKOBOACTBO
I'BAOY ob6ecnieunBaer ycnoBus is S(H(OEKTUBHOW KOOpAWHALMM JACHCTBUN BCEX JIMII,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30TIaCHOCTD.

IIpuHOUN cCBOEBPEMEHHOCTH

Pa3paboTtka cucremsbl 3amuThl HHGOPMAIUU JIOJDKHA BECTUCh MapauIebHO C pa3pabOTKON
u  UHQOPMALIMOHHOW  CHUCTEMBL. DTO  TO3BOJUT y4ecTb TpeOoBaHUS  OE30MACHOCTH
IpU TMPOCKTHUPOBAHHM apXUTEKTYphl M, B KOHEYHOM cueTe, co3harbh Oomee 3¢ (eKTUBHbBIE
nH(OPMALMOHHBIE CUCTEMBI, 00JIaal0NINie JOCTATOUYHBIM YPOBHEM 3aIUIIIEHHOCTH.

IIpuHIUN TPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEp U CPEACTB 3alUThl WH(OPMAlMM HAa OCHOBE
IIPEEMCTBEHHOCTH OPraHMU3allMOHHBIX M TEXHUYECKUX PEIICHUH, KaJpOBOIO COCTaBa, AaHAIN3a
(GYHKIMOHUPOBAHUS WMH(POPMALMOHHBIX CHCTEM M CHCTEMBl €€ 3alUThl C Y4€TOM H3MEHEHHl
B METO/JaX M CpeACTBaX IepexBaTa WH(POpMalMM, HOPMATUBHBIX TpeOOBaHMN IO 3alIUTe
uHpOpMalUu.

IIpuHIMN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrneyeHne MHHOPMAITMOHHON 0€30MacCHOCTH U LIEHHOCTH
MH(POPMAIIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXHOTO yilepda OT HX pasrialieHus,
YHUYTOXKEHHUS U UCKaXeHHUs. Mcronp3yeMble Mephbl U CPEACTBA 3alIUThl HH(GOPMAIMK HE JOJDKHBI
yXyJIIaTh 3pTOHOMUYECKUE MT0Ka3aTeIl KOMIOHEHTOB MH(OPMAITMOHHBIX CUCTEM.



IIpuHIMI 0TBETCTBEHHOCTH

Bo3znoxeHne 0TBETCTBEHHOCTH 3a o0ecredeHrne 0e30macHoCTH HHPOPMAaLUU U ee 00paboTKU
Ha Kaxa0ro paOOTHHMKAa B Mpeenax ero MOJHOMOYHMHA. B COOTBETCTBHM C 3TUM NPHHLUIIOM
pacripeniesieHle TpaB U OO0s3aHHOCTEH pPaOOTHHKOB CTPOUTCS TaKUM 00pa3oM, YTOOBI B ciydae
T000T0 HAPYIICHUs! ObLUT U3BECTCH HAPYLIUTEb.

IpuHuun 060CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

WNudopmanioHHbIE TEXHOJIOTHH, IPOrPaMMHBIE U TPOTPAMMHO -allllapaTHbIe CPEICTBA, MEPHI
3aIUThl WH(GOPMAIMK JTOJDKHBI OBITH PEATM30BAHBI 10 COBPEMEHHBIM pEIICHHSIM, 0OOCHOBAHBI
C TOYKH 3PEHUS JOCTIKECHHS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH MH(OPMAIMA U SKOHOMHYECKOU
[[eJIeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAaHOBICHHBIM HOpPMaM H  TpPeOOBAaHUSAM
1o 6e30MacHOCTH HH(OPMAITHH.

IpuHuun npogeccuonaanma

Peammzanuss Mep 3amuThl WHGOPMAIMM W SKCIUTyaTalldsl CPEICTB 3allUThl MH(POPMALUU
JIOJKHA OCYIIECTBISTHCS MPO(PECCHOHATHFHBIMU CIICITUATUCTAMHU.

[IpuBnedenue criennanM3uPOBAHHBIX OPTaHU3AIMNA K pa3padOTKe CPENCTB U pean3alii Mep
3alIUThl MHPOPMAIIUH, TTOATOTOBICHHBIX K KOHKPETHOMY BHIY NESITEIBHOCTH 1O 00ECTICUYeHHIO
0e30macHOCTH MH()OPMAIIMOHHBIX PECYPCOB, MMEIOIIMX OIBIT MPAKTHUECKOW pabOTHl M JTUIIEH3UU
Ha TPaBO OKa3aHHs YCIYT B 3TOW 00IaCTH.

IIpyHIMN MUHUMHU3ALUHM NPUBHJICTHI 10J1b30BaTe el

ObecnieueHne TOIB30BaTENCH PUBMIICTHSIMIA MUHIUMAJIBHO JIOCTATOYHBIMHE ISl BRITIOJTHEHUS
MMH CBOUX JOJDKHOCTHBIX 00s13anHHOCTel B 'BJIOY.

4 OCHOBHBIE TPEBOBAHMUSA 110 3ALLUTE UHO®OPMAIINU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MH(GOPMaLMU AOJDKHA IMPEIycMaTPUBaTh KOMIUIEKC OPraHMW3allMOHHBIX,
MPOrPaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEACTB W Mep IO 3alluTe MHpOpMalHu B Mpoliecce
ee 00paboTKH.

BrimonHenne TpeOoBaHMI AOCTUTAETCS 3a CUET pealiu3aliu Ha 00beKTax WHGOPMaTH3AIUN
Mep TI0 3amuTe HHHOPMAITIH:

UJEeHTU(DUKAIIUY U ayTeHTU(PUKAIIUKA CYOBEKTOB JOCTYIAa U OOBEKTOB JOCTYIIA;

YIPaBJICHUIO JOCTYIIOM CYOBEKTOB JIOCTYNA K 00BEKTaM JIOCTYIIA;

OTPaHUYEHUIO TPOrPAMMHOM CpEJIbI;

3alUTe MAIIMHHBIX HOCUTENIEH MEePCOHAIBHBIX JAaHHbIX;

perucTpaiuu coobITHI 0€30MacHOCTH;

AHTUBUPYCHOU 3alllUTE;

00HapyKeHHIO BTOPKCHHIA;

KOHTPOJIIO (aHAJIN3Y) 3alIUIIIEHHOCTH IEPCOHATBHBIX JTaHHBIX;

00ecnevyeHnI0 11eTT0CTHOCTH HH(DOPMALIMOHHON CUCTEMBI M IEPCOHATBHBIX JaHHBIX;

00ecnevYeHnI0 TIOCTYITHOCTH EPCOHANBHBIX JaHHBIX;

3aIUTHI CPeJibl BUPTYaTH3aIUH;

3aIUThl TEXHUYECKUX CPEJICTB;

3aIUThl UH()OPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3U U Mepeaauu JaHHBIX;

BBISIBIICHUIO UHIMICHTOB U pearupoBaHKe Ha HHUX;

ylnpaBieHUI0 KOoHurypauued WHOOPMALMOHHOW CHUCTEMBI W CHCTEMBI  3aIlHUTHI
MePCOHATBHBIX JTAHHBIX.

I'BAOY, xak oGmnamatens WHGOPMAIMU OTPAHUUEHHOTO JOCTYIMA, TMPU OCYHIECTBICHUU
CBOUX IpaB 0053aHO:

co0iroaTh mpaBa ¥ 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MIPUHUMATh HEOOXO0IMMbIE MEPHI TI0 3alluTe HHPOPMAITUH;

OTpaHWYMBATH JIOCTyl K HHpOpMammu, eciu Takas OOS3aHHOCTh YCTaHOBJICHA
3akoHoarenbeTBOM Pocceniickoit denepanum.



B tom wuyumcne I'BJIOY, BmpaBe, ecim HHOE HE MPEAYCMOTPEHO 3aKOHOAATEIHCTBOM
Poccniickoit denepanuu:

paspeniaTh Wi OrpaHUuMBaTh AOCTYN K HH(OPMAIMH, OTIPEACISTH MOPAIOK U YCIOBHUS TAKOTO
JIOCTYTIa;

UCIOJb30BaTh HHPOPMALIUIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepefaBatb HMH(OpPMAIMIO APYrMM JIMIAM HAa YCTaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccniickoit denepanuy OCHOBaHNH;

3alUIIaTh YCTaHOBJIECHHBIMU 3aKOHOAaTeNbcTBOM Poccuiickoit denepannu cnocodaMu CBOU
npaBa B Cilydyae HE3aKOHHOTO IOJy4eHHsT WH(OpMAalH WM €€ HE3aKOHHOTO HCIOJIb30BaHUS
MHBIMU JIUIAMU;

OCYIIECTBIISITh WMHBIE ACUCTBUS ¢ HMH(OpMAanuMend WM pa3pemarbh OCYIIECTBICHHE TaKHX
NEUCTBUM, e€clii 3T JeHCTBUS HE TMpOTUBOpeYaT (QenepalbHbIM 3aKOHaM M JApYruM
HOPMAaTHBHO-TIPAaBOBBIM akTaMm Poccuiickoii denepanum.

3amura WHGOPMAUMU  OrPaHMYEHHOTO JOCTyHma MpeACTaBiseT co0Oll  MpuUHATHE
OpraHM3aI[MOHHBIX U TEXHUYECKUX MEp, HAIIPABJICHHBIX Ha:

coOnrofieHne KOH(UIACHIMAIBHOCTH UHPOpMaMK (MCKIOYEHHE HEMpPaBOMEPHOTO JIOCTYIa,
KOIHMPOBAHUS, IPEIOCTABIECHUS WM PaclpoOCTpaHEHUsI THPOPMAIUN);

obecrnevyeHne HeI0CTHOCTH H(pOopMaluu (UCKIIIOUeHUE HEMPAaBOMEPHOTO YHUYTOKEHUS
Wi MOIUGUIMPOBaHUs HH(GOPMALIUN);

pean3anuio Ipasa Ha JOCTYI K HHPOopMaIH (MCKIIOYEHUE HETPaBOMEPHOTO OJIOKHUPOBaHUS
nHpopmanun).

CpencrtBa 3amuThl HH(POPMALIUKA BHEAPSIOTCS MO pe3yiabTaTaM IMPOBEIEHUSI OLEHKH PUCKOB
nH(}OPMaLMOHHON OE30MMaCHOCTH.

Opranuzanus 3ammThbl HHGOPpMAUKN

[Ipu opranmzammu B I'BJIOY 3amutel wHbOpMauK, AOHKHBI BBIMOJIHATHCS TPEeOOBaHUS
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wunHbopmaruu, HHHOPMAITMOHHBIX
TEXHOJIOTUSX M O 3alure HHPOpMAIMU», KOTOpbIE pPEryJlupYyIOT OTHOILIEHHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, H3MEHECHHEM U MPEKpaIeHUEeM pekuMa oOpabOTKH 3aIuinaeMon nHGopMaIuu.
B ToM umcne tpeboBaHus O 3amuTe WH(DOPMAIMU, HE COCTABISAIONICH TOCYJapCTBEHHYIO TailHY,
coJiepKalieiicss B TOCyJIapCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMaX YTBEpPXKACHHBIC MPUKA30M
OCTOK Poccum ot 11.02.2013 Ne 17 «O6 yrBepkAcHHUU TpeOOBaHHMM O 3aIuTe HHGOPMAIHH,
HE  COCTaBJSIIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEpXKallelcss B TOCYJapCTBEHHBIX
MH(OPMALIMOHHBIX CHUCTEMax» Uil TOCYIapCTBEHHBIX HH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBnsiercs Onepatopom.

B I'BJIOY nmomumMo peanu3aiuy OCHOBHBIX MEP 3alllUThl HH()OPMAIIUN OCYIIECTBIISETCS:

perynspHas OLIEHKa W  yOpaBlIeHHE pUCKaMH  HUH(POpPMAIMOHHOW  0e30MacHOCTH
B COOTBETCTBUU C YCTAHOBIICHHBIMHU MPOLIEAYPAMHU B 00JIACTH YIIPABIICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, oOyueHue u MTOBBIIICHHUE KBTI (UKALTH PabOTHHUKOB
I'BAOY B chepe nnpopManroHHO 6€30MaCHOCTH;

METO/JMYECKash TOMOIIb paboTHMKAM B Bompocax ol0ecrneueHus WHOOPMALMOHHON
0€30I1aCHOCTH;

aHaJIM3 ¥ MOMCK BO3MOKHOCTEH 10 MOBBIIICHUIO YPOBHS 3aIIMIIIEHHOCTH WH(POPMAaIIHK.

Jns opranuzanuu 3amutel uHGopmanuu, ['bJIOY BnpaBe nNpuUMEHSATh CpeCTBA U METO/bI
TEXHUUYECKON 3allUThl, NpPEANPUHMMATh JpPyrHe, HE NPOTUBOpPEYALIUE 3aKOHOAATEIbCTBY
Poccniickoit denepanuu, Mepsl.

B pamxkax oOecrnieueHus 3amuThl HHGOPMAIUK, B paMKax TPYJOBBIX OTHOIIEHHH HE00X0AMMO
03HAKOMHUTH MOJ POCHHUCH PaOOTHHUKOB, TOCTYI KOTOPBHIX K MH(POPMALMU OTPAHUYEHHOTO JIOCTYIIA,
HEOO0XOAUM JIJIsl BBITIOJHEHUS! MIMU CBOMX JIOJDKHOCTHBIX OOSi3aHHOCTEH, ¢ mepeuHeM HHpopMaiuu
OrpaHUYeHHOrO A0cTyna, U npuHATEIMU B [ BJIOY Mepamu 3auursl nHGopMaruy.
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Oco0eHHOCTH 3aIIUTHI MEePCOHATLHBIX JAHHBIX

IIpu opranmzamun o6paborkn B I'BJIOY nepcoHanbHBIX JaHHBIX  HEOOXOAUMO
pykoBojacTBOBaThcsi TpeboBanusivu DexepanpHoro 3akoHa ot 27.07.2006 Ne 152-@3
«O mepcoHaNBHBIX TAHHBIX.

[lepeyenp Mep, BeIMOJNHEHHE KOTOpbIX obecneuuBaer ['BJIOY B kadecTBe omepartopa
MIEPCOHAIBHBIX JaHHBIX, TOJDKEH BKIIFOUATh:

HazHaueHue B '6/I0Y oTBeTcTBEHHOrO 32 OpraHu3anuo oOpabOTKU NePCOHAIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OTIPEACISIONINX MPAaBUIa B OTHOIIEHUH 00pa0OTKH MEePCOHAIBHBIX
nanHbIX B 'B/IOVY, nokaibHbIX aKTOB IO BOIIpOcaM 00pabOTKH EPCOHATbHBIX TAaHHBIX;

MPUMEHEHHE OPraHU3allMOHHBIX W TEXHHYECKMX MeEp MO 00ecrnedeHuro Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBHU co crarheil 19 denepanpHoro 3axona ot 27.07.2006
Ne 152-®3 «O nepcoHaNBHBIX JTaHHBIXY,

BBITIOJTHEHUE TPEOOBAHMIA 10 COCTABY M COACPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUIECKUX MEP
1o o0ecnevyeHno 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPHU UX 00paboTke B MH(GOPMAIMOHHBIX
crcTeMax MepCOHAIBHBIX TaHHBIX yTBepKIEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBepKIEHHH COCTaBa W COJEPKAHWUS OPTaHU3AIMOHHBIX W TEXHUYECKHX Mep II0
obOecrieyeHn0 OE30MaCHOCTH MEePCOHANBHBIX JAHHBIX MPU UX 00paboTke B MHGPOPMAIMOHHBIX
crcTeMax MepCOHAIBHBIX JTaHHBIXY,

OIICHKY Bpe€Ia, KOTOPBIA MOKET OBITh NPHUYMHEH CYOBEKTaM TIEPCOHAIBHBIX IaHHBIX
B ciydae HapymeHus DexepanmbHoro 3akona No 152-D3, cooTHOIIEHWE YKa3aHHOTO Bpenaa
¥ TMPHHUMAEMBIX OIEPaTOPOM Mep, HAIpaBJICHHBIX Ha 00ECTieUeHHE BBITOJHEHHUS OO0s3aHHOCTEH,
npenycmotrpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne pabotHukoB ['BJIOY, HemocpenacTBEHHO OCYIIECTBIAIOMUX 00pabOTKY
MEPCOHAIBHBIX  JaHHBIX, C TMOJIOKEHUSIMU  3aKkoHoAaTenbcTBa Poccuiickoit  Denepanuu
O TEpPCOHAIBHBIX JAaHHBIX, B TOM YHCIE TPeOOBAHUSAMHU K 3allUTE IEPCOHANBHBIX AHHBIX,
JOKyMeHTaMu, omnpeaestomuMu TpedoBanus ['B/IOY B oTHomeHnn oO0pabOTKH TEpCOHATBHBIX
JMaHHBIX U 00y4YeHHE, IPU HEOOXOTUMOCTH, YKa3aHHBIX paOOTHUKOB.

ObecnieueHne 6€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX JOCTUIaeTCs, B YaCTHOCTH:

ONpeNeNeHueM  Yrpo3 W HapywmuTened  O€30MacHOCTH  MEPCOHAJbHBIX  JIAaHHBIX
pu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAX I1€PCOHANIBHBIX JaHHBIX;

ONpE/IeICHUEM YpPOBHS  3AIUMIIEHHOCTH IEPCOHANBHBIX JI@HHBIX B  COOTBETCTBHUHU
¢ TpeboBanusmu [loctanosnenus [IpaBurenbctBa Poccuiickoit @enepammu ot 01.11.2012 Ne 1119
«O6 yTBepxIeHMM TpeOOBaHMH K 3alllUTe MEPCOHAIBHBIX JaHHBIX HpU HX 00paboTke
B MH(GOPMALMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TaHHBIX;

IPUMEHEHHEM IPOLIEIIIUX B YCTAHOBJIEHHOM IOPSAJKE IPOLEAYpPY OLEHKH COOTBETCTBHS
CPEeZACTB 3alIUThl UH(POPMALIUY;

OLIEHKOH 3(p(PeKTUBHOCTH MPUHUMAEMbIX MEp IO 3alIUTE MEePCOHAIBHBIX JaHHBIX J0 BBOJA
B 9KCIUTyaTal1io UHHOPMALIMOHHON CUCTEMBbI IEPCOHAIBHBIX IAaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJYYECHUSI HECAaHKIIMOHHUPOBAHHOTO
JOCTyIa K HUM;

YCTAHOBJICHMEM IMpaBWJI  JOCTya K [EpPCOHAJIbHBIM  JaHHBIM, 00pabaThIBa€MbIM
B MH(OPMAIIMOHHBIX CHUCTEMAax IMEPCOHANBHBIX JAaHHBIX, a TaKke OOeCIeyeHHEeM perucTpauu
U ydeTa BceX JIEHCTBHI, COBEpIIaeMbIX ¢ NEPCOHANBHBIMU JAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMaX
NEPCOHANILHBIX JAHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMU MEPaMH T10 3aIIUTE MEPCOHANBHBIX JaHHBIX U ONPEAEICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMax IMEepCOHAIbHBIX JaHHBIX B IpoLecce
ee KCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUS K ITPOLHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOM BE3OIACHOCTH

MeTtoudeckoe pyKOBOJCTBO, pa3paboTKy pelleHui mo 3ammre nHGOopMaIu, CoriacoBaHue
BBIOOpa CPEJICTB BBIUYUCIUTEIHHONW TEXHUKH, MPOTPAMMHBIX U MPOTPaMMHO-AMNMapaTHBIX CPEJCTB
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3anUThl MH(OPMAIMK, OPraHU3aIMi0 paboT MO BBHISBJICHUIO BO3MOXXHOCTEH U MPEAYNPEKICHUIO
yTeYKH U CBOWCTB 3alMIaeMoil WH(GOpPMAIMU, AaTTeCTAlui0 OOBEKTOB HH(OpPMATH3AIIH
OCYILECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHbI€ noapazaenenus ' 5OY.

Pusznueckas 6e30MaCHOCTH

[IpuHATHIE OpraHM3allMOHHBIE M TEXHUYECKHME Mepbl 1o 3amute nomemeHud 'OV,
CEpBEpPHOr0 ¥ KOMMYTAllMOHHOTO O00OpYAOBaHMs, aBTOMAaTU3MPOBAHHBIX pabOYMX MECT
nosib3oBareneil uHpopmanuonnbix cucrteM ['BJIOY obecnieunBaroT peanusanuio CIeIyOLUX Mep
1o:

pasrpanuyeHuio jgoctyna pabotHukoB B mnomemieHus [BIOY B cooTBercTBUM C HX
ITOJIHOMOYUSIMU U JIOJDKHOCTHBIMU 00513aHHOCTSIMY;

peructpanuu (GakToB BXOJa PAaOOTHUKOB B IOMEUICHHS, B KOTOPBIX BemeTcs 00paboTKa
MEepPCOHAIbHBIX JTaHHBIX;

KOHTpOJIHpyeMoMy TMpeOriBaHni0 mocTopoHHUX Jmil B ['BJIOY B momemieHusi, B KOTOPBIX
BeneTcsl 00paboTka MH(pOpPMaIMM OTPAHMYEHHOTO JIOCTyNa U pa3MEIIEHbl allapaTHble CPeiICTBa
MH(}OPMaLIMOHHON CUCTEMBI;

OpraHU3aIui PEKMMa KOHTPOJMPYEMOTO BHOCA/BBIHOCA CPEJCTB 00pabOTKH MH(MOPMAITUH.

[Nomemenns T'BJIOY nomkHbl OBITE 000pPYAOBAaHBI JETEKTOpAaMM OTHA W JbIMA,
OTHETYIIUTENSAMU, CHUCTEMaMHU KOHIUIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPAHHO-TIOKAPHOU
CUTHAJIM3al1H.

OcHoBHOE cepBepHOE U KoMMyTarmoHHoe obopyaoanue ['bJIOY nomkHO OBITH 3aIIMINEHO
oT mepeboeB B MOAAYE 3JIEKTPOIHEPTUU IYTEM TMOAKIIOUEHHUS K D3JIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecriepeOOMHOrO0 MUTAaHUS M PE3EpPBHOTO  Ju3eib-reHepaTopa. VcTouHUKH
OecriepeOOMHOrO0 MUTaHUS HEOOXOJWMO PEryysipHO TECTUPOBATH M MPOBEPATH YIOJHOMOYEHHBIM
pabotaukaMm ['6/IOY B cOOTBETCTBHYU ¢ pEKOMEHIAITUSAMHU TTPOU3BOIUTEIS.

IlopraTuBHBIE TEXHMYECKHE CPEACTBA HE JOJDKHBI  OCTaBaTbCsAd 3a  INpeAeIamMu
koHTposmpyemoit 3086 ['B/IOY 6e3 koHTpoJIs co ctopoHs! paboTHHKOB ['BJIOY.

be3onacHocTh Ha paboyeM MecTe

3ampemaercss BECTH 3alUCh IMApPOJIEH B OTKPBITOM BHJE HA MATEPUAIBHBIX HOCUTEIX,
3a HCKIIIOYEHHUEM CIIy4acB, PETIIAMEHTUPOBAHHBIX METOIOB XPaHCHHS.

JIOKyMEHTBl M HOCHUTEJNM C HH(pOpPMaLMed OrpaHUYEeHHOrO JOCTyNa AOJKHBI yOuparbces
B oleuaTeiBaeMble Mecta (ceddbl, mkadpl W T.OL.), TOpH yXoJIe ¢ paboyero Mecra.
Ha aBromarusupoBanHoM pabouem Mecte Ilonb3oBarens pabouas ceccus 10JDKHA ObITh pepBaHa,
paGouunii crosn 3abnokupoBaH. Bxox mnonb3oBaresss B CHUCTEMY HE JOJDKEH BBINNOJIHATHCA
aBTOMAaTHYECKHU.

JIOKyMEHTBI, cojepKalmue HWHGPOpPMALMI0 OTrPAaHUYEHHOIO JOCTYyNa, JOJDKHBI —Cpasy
U3bIMATbCA W3 MeYaTalouux YycTpoHcTB. s yTwinzauuu KOHGHUAECHIMAJIbHBIX JTOKYMEHTOB,
JOJDKHBI MCIOJIb30BaTbCSl YHUYTOXMTEIU JOKyMEHTOB HE HIKE 4 ypOBHA IO CTaHAApTy
0€30I1aCHOCTH, IPUMEHIEMOMY K YHUUTOXKHUTEJIAM JOKYMEHTOB.

IIpy ucHONB30BAaHMU MOOMJIBHBIX ~TEXHHYECKHX CPEJICTB HEoO0XoIuMmo  coluojarh
JIOTIOJIHUTEIbHBIE MEphl 0 perjaMeHTalMd W KOHTPOJIO HCIOJIb30BAaHUS B MH(YOPMALMOHHON
cucTeMe MOOMIIbHBIX TEXHUUECKUX CPEJICTB.

HaxoxnaeHne npencraBuTeneld MOPUAMYECKUX JIML B paMKax HCIOJIHEHUS JIOTOBOPHBIX
00s13aTeNIbCTB B TMOMEIIEHUAX, B KOTOPHIX Benercs o0paboTka HH(POpPMAIMU OrpaHUYEHHOI'O
JocTyna UH(GOPMAIMOHHONW CUCTEMBI, BO3MOXKHO TOJBKO B CONpPOBOXAeHUM paboTHuka I'BJIOY
JOMYIIEHHOTO /10 00pabOTKM TaKo HHPOPMALIUH.

PazmMerienne TeXHMUYECKUX CpPEJICTB BbIBOJa HHGpopmanmuu B mnomeuieHusax ['BJIOY
MIPOU3BOJIUTCS C YYETOM HCKJIIOUEHHUS BO3MOXKHOCTH BHU3YalbHOTO IMPOCMOTpa HHGpOpMaLuu
MOCTOPOHHUMH JIUIIAMU M paOOTHUKAMHU, HE JOMYIIEHHBIM K padoTe ¢ TaHHON HH(pOpMaIHe.

Texuuueckne cpeacTBa MOJDKHBI pPa3MeUIaTbCs W XPAaHUTbCA TakUM 00pa3oM, 4YTOOBI
COKpPATUTbh BO3MOKHBIN PUCK NOBPEXAECHUS U YIPO3bl HECAHKIITMOHUPOBAHHOT'O JIOCTYIIA.
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TexHuveckoe 00c/Iy;kuBaHNe 000Py10BAHUS

Texunueckue cpeacrBa ['BJIOY nomxHbl NPOXOAUTH HA PETYISPHOM OCHOBE CEPBUCHOE
o0CITy>)KuBaHHE B COOTBETCTBUU C PEKOMEHIAIIUSAMH IPOU3BOAUTENIEH 000pyI0BaHHUS.

PemoHT m cepBucHoe oOcCTy)KMBaHHE OOOpPYIOBAHUS JIOJDKHBI BBIMOJHATHCS TOJBKO
KBUTU(DUIIUPOBAHHBIMY CTICTIHATUCTAMH.

Texauueckoe o0OCTyXHBaHHE OOOPYIOBaHHS CTOPOHHUMH OpTraHU3AIUSAMH HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIICHUS KOHPHUICHITUATHHOCTH 3alIUIIaeMON HH(DOPMAIIHH.

B3anmopeiicTBue ¢ TpeTHLHUMH JTHIAMHU

B mensx oGecneuenuss mHpopmanmoHHOU Oe3zomacHoctd ['BJIOY mnpu B3ammopeicTBuH
C TPETHUMHU JIMLIAMU JOJDKHO BBIIIOJIHATH CIIEIYIOIINE MEPOTIPUATHS 110!

3aKJIIOUEHUIO COTJIAIIEHHUS O HepasMlalleHMM WHQOpMAalMM OrPaHWYEHHOI'o J0CTyIla
MIOJIyYE€HHOU B X0/1€ UCIIOJTHEHUSI IOTOBOPHBIX 0053aTeNbCTB;

OCYUIIECTBJICHUIO KOHTPOJIS 3a JACUCTBUSAMHU INPEACTaBUTEIEH KOHTPAareHTOB B IIpEeAeNax
KoHTpoaupyemoi 30861 [ BIOY.

YnpasJ/ieHue :KU3HEHHBIM IMKJIOM HH()OPMALMOHHBIX CHCTEM

MeponpusTisi B mpoIecce KU3HEHHOTOo Iukia nHpopMannoHHbix cucteM ['BAOY nomxHbI
OBbITh HaIlpaBJIEHbl Ha OOecreyeHue 3aluuThl HH(QOpMaluu Npy BBOJE B ACHCTBHE, IKCILTyaTalllu,
COIIPOBOXICHUHU U MOJIEPHU3ALINH, BEIBOJA U3 IKCILTyaTalllH.

OcHoBaHueM TMpu pa3paboTKe HHPOPMAIMOHHBIX CHCTEM JIOJDKHBI SIBJIATHCS pPEIICHUS
MpUHATBIE Ha cTaguu (opMHUpOBaHMS TpeOOBaHUU, cojepialiue TpeOOoBaHUs, B TOM YHCIE
0 cHCTEME 3alUThl HHPOPMAITIH.

JIro6oe mranupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIIMOHHOM CHUCTEMBI NTPEABAPUTENHHO
JOJKHO  OBITh ~ IPOAHAIM3MPOBAHO HA  COBMECTUMOCTb M OTCYICTBHE  HapylIEeHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB, B TOM YHCJIE CPECTB 3aIUThl HH()OPMALIHUH.

PaGotel mo MopaepHuzauuMu WHGOPMALMOHHOW CHCTEMbl, B TOM UYHCJIE IO YCTAaHOBKE
MIPOrpaMMHOTO obOecrieueHrs 1 0OHOBIICHUM, TOJKHBI MPOBOIUTHLCS B Hepabouee BpeMs WIH BpeMs
HaWMEHBIIICH pabouei Harpy3KH.

[Ipn BbIBOZIE W3 OKCIUTyaTaldd HWHGOPMAIMOHHBIX CHUCTEM JIOJDKHO OOecreuynBaThes
rapaHTUPOBAHHOE yJalleHue o0pabaTbiBaeMoil U XpaHUMOM B HUX HH(OPMAIUU C UCTIOIb30BaHUEM
CPEICTB TapaHTHPOBAHHOIO YHMUYTOXKEHUS WH(MOpPMALUU WIK MyTeM (PU3MYEeCKOro YHMUYTOKEHHUS
HocuTelnel nHbopMaluu.

Bce mpomneayppl oOecrieueHuss 3amuThl  WHPOpManuH, ycraHoBieHHblie B [ BJIOY
B OTHOLIEHWH UHGPOPMAIMOHHBIX CHUCTEM, JIOJDKHBI BBINOJNHATECA U KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAMU 33 OPTaHU3AINI0 padOT MO 3aIuTe HHPOPMAIIIH.

KonTposb 1ocTyna k mHGpOPMAIIMOHHBIM CUCTEMAaM

Bce pabotnuku I'BJIOY, monymennsie k padore ¢ MHGOPMALMOHHBIMUA CHCTEMAaMH HECYT
MEePCOHAIBHYI0O OTBETCTBEHHOCTh 32 HApYIICHHS YCTAaHOBJICHHOTO TMOpsijaKa 00paboTKu
nHpopMaIuu.

YpoBenb moiHOMOYMH moJb30BaTens B uHpopmanuonHoi cucreme ['BJIOY nomken
OTIPEICNATHCSA B COOTBETCTBUU C €T0 JOJHKHOCTHBIMU 00S3aHHOCTSIMU.

Hoctyn nonb3oBareneit k nHGopmaroHHbiM cuctemam ['b/IOY nomkeH KOHTPOIUPOBATHCS
aJIMMHHUCTPATOPOM WH(MOPMAIIMOHHON CUCTEMBI.

OcyllecTBIEHHE PETYISIPHOTO0 KOHTPOJIS BBIMOJHEHUS! OpraHU3alMOHHO-PACTIOPSIUTENbHBIX
JOKYMEHTOB, KacalIIUXcs perjamMeHTanuu nomycka pabotHukoB ['BJIOY k uHpOpMaAIMOHHBIM
CUCTEMaM.

Hnentudguxanus u ayreHTUGUKALHUA

Hoctyn monb3oBaTeneld K MHPOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEAOCTaBISATHCS TOJIBKO
MOCJIE YCIICITHOTO 3aBepIIeHUS HICHTU(DUKALINY, ayTCHTH(PUKAIUH.

[Tomyuenue monp3oBaTeleM HMMEHH B HWH(GOPMAIMOHHOW CHCTEME W TMapolisi, KOTOpbIe
o0ecreynBaroT J0CTYyI K HHPOPMAIIMOHHOHN cUCTeMe, JOKHO OCYIIECTBIISATHCS MO MPEACTAaBICHUIO
PYKOBOJUTEISI CTPYKTYPHOT'O IIOIpa3AcIeHUsI.
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YnpasieHue 10cTynomM

B I'BJIOY H0mKHO OCYIIECTBISITHCS YIPABJICHHUE NOCTYNOM K WH(MOPMAIMOHHOW CHCTEME
MOCPE/ICTBOM pEANM3alUd HEOOXOAMMBIX METOJOB, THUIIOB M MpPaBHJ pa3rpaHUYCHUs JOCTYIA
nosib3oBarensM uHpopmanmonHoit cuctembl ['BJIOY. B ToM umcie obecnedeH 3alIUIEHHBINA
yIAJIEHHBIA JIOCTYNl CyOBEKTOB JOCTYNa K OOBEKTaM JOCTYyNa 4Yepe3 BHEUIHHE WH(POPMALUOHHO-
TEJIEKOMMYHUKALUOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCHTEIAMH HHPOPMALMH

PaGotauku I'B/IOY 1OMKHBI HMCHONB30BATH TOJBKO YUYTCHHBIE CHEMHBIC MAalIUHHbIC
HOCUTENM HMH(OpMAlUU IJI1 BHITIOJHEHHS CBOMX JOJDKHOCTHBIX O0si3aHHOCTEW. Mcmosib3oBaHue
ChEMHBIX MAIIUHHBIX HOcuTeNel nHpopmaruu B 'B/IOY B MHBIX LIETSAX CTPOTO 3aMpeieHo.

CpbeMHBIE MAalIMHHBIE HOCHTENHM WHQPOPMAIHUU JOJDKHBI XPAaHUTHCS B OINEYATHIBAEMBIX
mkagax, B MOMEIIEHUIX B KOTOPBIX MpeaycMoTpeHa o0paboTka MHGOpMAIMH OrpPaHUYEHHOTO
JOCTyIa.

B ciydae kpaku uiu nmoTepu ChbeMHOIO MAIIMHHOTO HOCUTENS MH(POpMAInK, a TaKkKe MHBIX
MHIUJCHTOB, KOTOpPbIE MOTYT NPUBECTH K HApYUICHUIO CBOMCTB HMH(GOpPMAalUU OTPaHHUYEHHOTO
JOCTYTA, JOJHKHBI IPOBOAUTHCS MEPOIIPUSITHS IO PacClIeOBAaHUIO TAKUX MHIIUACHTOB.

[Ipu BBIBOJE M3 IKCIUTyaTallud ChEMHOIO MAlIMHHOTO HOCHUTENs MH(pOpMallnu, BCE JaHHBIE,
XpaHsIIMecss Ha HeM, JOJDKHbBI OBbITh yIalleHbl ONpPEETIeHHONM KOMHCCHEH M3 4Yucia pabOTHHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHUS HHPOPMALHH.

@dakT yHUUYTOXKEHHS HH(OpMalMKM Ha CHEMHOM MAIIMHHOM HOcUTelne UH(GOpMaluu
¢bukcupyercs B akTe 00 YHUYTOXKEHHMH HWHGOPMAIMM CO CHEMHOIO MAIIMHHOTO HOCHUTEINS
uH(popMaLnH.

Perucrpanusi coobITHI

B TI'BJIOY  pomkHa  OCYHIECTBIATBCS  PETHCTpAlUM  COOBITUHA  ©€30MacHOCTH
Ha BceX KoMIOHeHTax wuHpopMmanmoHHbXx cucteM ['BAOY, B koTopeix o00OpabaThiBaeTCs
3amuinaeMasi ”HpoOpMarusi.

AHTHUBHPYCHAS 3alIIUTA

B unensx oOHapykeHUs W YCTpaHEHHsS BpemoHOCHBIX mnporpaMMm B ['BJIOY  momkHBI
HCIO0JIb30BAThCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH()OPMAIIHH.

OO0s13aTeIbBHOMY KOHTPOJIIO CPEICTBOM AHTHBHUPYCHOW 3allUThl HMH(OpPMALMU JOJKHA
moJyIeKath Jr00ast uHpopManus (TeKCToBble (aiibl JTOOBIX ¢GopmaToB, (alIbl JaHHBIX,
ucrnoyiHseMble (aiibl), mojlydyaemass M IepegaBaeMasl IO JIOKAIbHOW BBIYMCIUTEIBHON CeTH
B TOM YHCJIE U CETSAM OOIIEero MOJb30BaHUS, a Takxke HH(opmanus, XpaHHMas Ha CHEMHBIX
MalIMHHBIX HOCUTEISAX HHPOpMAIIH.

[Ipn ycraHoBKe MPOrpaMMHOTO oOOecreueHusi WIM €ero OOHOBJIEHHS Ha CEBEpHOE
o0opynoBaHHEe [OJDKHA AaBTOMATHYECKHU BBINOJIHATHCS TpeBapUTeIbHAas MpPOBEpKAa JAHHOTO
MIPOrpPaMMHOTO 00€ecIiedeH s Ha OTCYTCTBHE BPEIOHOCHOTO MPOTPaMMHOI0 00eCIeUeHH .

Oo6HoBneHue 0a3 curHatyp JUisl CpeACcTBa AHTUBHPYCHOW 3alIUThl MHGOPMAIUU JTOJKHBI
OOHOBJIATHCS €KEIHEBHO.

[Tonw3oBarenu 6e3 npaB aJMUHHUCTpaTopa UH(GOPMaIMOHHOU CHUCTEMBI
I'BAOY He HoMKHBI UMETh BO3MOXHOCTH MOJYYEHHS JOCTyNa K KOH(PHUTypaluu aHTUBHPYCHOTO
CPEICTBA 3aIIMTHI WIN €70 OTKIIOYECHHUS.

KoHTpoJib 3aIMIIEeHHOCTH NEPCOHAIbHBIX JAHHBIX

B mensx HMCKIIOYEHHs SKCITyaTallMM YsA3BHUMOCTEH MPOrpPaMMHOIO 00eCHeueHHs! JOJKHBI
MPOBOJUTCS pabOTHl MO BBIABICHHUIO, aHAIU3y YsI3BUMOCTEH HMH()OPMAIMOHHONW CHCTEMBI
U OIEpPaTHUBHOE YCTPAaHEHHWE BHOBb BBIABIICHHBIX YA3BUMOCTEM. B TOM uwmcie, opranusanus
KOHTPOJII YCTAaHOBKM OOHOBJIEHHMSI MPOTPAMMHOTO OOECleUYeHUsi BKIJIIOYAas CpPEICTB 3allUThI
uH(pOpMaIINH.

Hcnonb3oBaHue NporpaMMHOro odecrne4eHus

Beibop mnporpammHOoro obecnedeHus s Npou3BOACTBeHHBIX HyxaA ['BJIOY  nomxen
IIPOU3BOJUTECS B NPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO B EJMHBIN peecTp poCCHMCKHX
MporpaMM JUIsl DJEKTPOHHBIX BBIYMCIUTENBHBIX MAallMH U 0a3 JaHHBIX. B ciaydae OTCyTCTBUSA
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aHasiora B EMHOM peecTpe pOoCCHMCKMX Mporpamm Jjsl 3JEKTPOHHBIX BBIYMCIUTENIBHBIX MAlllUH
u 0a3 JaHHBIX JOIYCKAeTCs HCMOJb30BATh HPOTPAMMHOTO 00ECNEYeHHE HMIIOPTHOTO
IIPOU3BO/ICTBA.

Hcnonb3oBanue cpecTB KpUNTOrpadnyeckoi 3aiuThl HHGopManuu

Obecneuenne 3amMThl HHGOOPMAIMK OTPAaHUYEHHOTO JIOCTYIA OT PACKPBITUS, MOIU(DUKAIIIH
W HaBs3bIBaHWA (BBOJA JIOKHOW wHGpoOpManmu) mpu ee mepenave (MOArOTOBKE K Iepernade)
[0 KaHajaM CBSI3M, MMEIOIIMM BBIXOJ 3a HpPEJesbl KOHTPOJUPYEMOW 30HBI 00€CIEeUMBAETCS
MIPUMEHEHHEM CPECTB KPUNTOTpapuuecKor 3aIuThl HHPOPMALIUH.

[Ipuobperenne  cpenctB  kpunrtorpadpudeckoi  3amutel  mHpopmammu  [BJOY
OCYILIECTBJISIETCSI HA OCHOBAHUU JIOTOBOPOB U KOHTPAKTOB C JIMIAMH MMEIOLIUMU JIEHCTBYIONLYIO
munensuto ®Cb Poccun Ha ocyliecTBiieHHE MAEATEIBHOCTH IO pPa3pabdOTKe, INPOU3BOJICTBY,
pacnpoCTpaHEHUI0 IMHU(PPOBAIBHBIX (KpUNTOTpapUUecKUX) CpeACTB, MH(POPMALMOHHBIX CHCTEM
U TEJIEKOMMYHUKAIlMOHHBIX CHCTEM, 3alllMUICHHBIX C HCIOJb30BAaHUEM IIH(PPOBAIBHBIX
(kpunrorpaduyecKknux) CpenCTB, BHIIOJHEHUIO padOT, OKAa3aHUIO YCIYr B 00JIacTH MIM(ppPOBaHUS
nH(pOpMaLUY, TEXHHUYECKOMY OOCIYKMBAHHIO HIM(PPOBAJIbHBIX (KpUNTOrpaUUecKux) CpeCTB,
MH(OPMALIMOHHBIX CUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3AILUIIEHHBIX C HCIOJIb30BaHUEM
muppoBaIbHBIX (KpUOTOrpadUUYECKUX) CpPEeACTB (3a HCKIIOYEHHEM Cilydas, €ClIM TEXHMYECKOe
oOcnyxuBaHue MmUGpoBaIbHBIX (KpuUnTorpaduieckux) CpeAcTB, HH(POPMAIMOHHBIX CHCTEM
U TEJIEeKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAaHHEM MU} POBATBHBIX
(kpunrorpadUyecKux) CpeACTB, OCYIIECTBIsAETCS i oOecnedeHrus COOCTBEHHBIX HYX]I
FOPUAMYECKOTO JIMIIA WIH UHAUBUAYAIBHOTO IPEITPUHUMATEIS).

B umensx opranmzauuu W oOecnedyeHHMH Iepefaud HMHQOpMAIMM 10 KaHajaM CBS3U
C HCIOJIb30BAaHHEM CpENCTB KpunTorpaduyeckoil 3amuTel MHGOPMALMU, a TAaKKe BBINOJIHEHUS
nuneH3noHHbIx  TpeboBanuiit DChb Poccum B  T'BJIOY nomxkeH OwbITh co3MaH  OpraH
KpUITOTpaprueCKON 3alUThI.

[Topranpabie pemenus ['BJIOY ¢ BO3MOXKHOCTBIO OCTyMa C ceTei oOIIero mMoJib30BaHUs
JOJDKHBl B NPHOPUTETE Pa3padaThIBATBCA C OpPraHM3alMed 3allUIEHHOT0 KaHaja MOCPEICTBOM
npoTokotia TLS ¢ momnepsxkkoit anroputmoB ['OCT 34.10.

Hcnonb30BaHMe 3JIEKTPOHHOM MOYTHI

DNeKTpoOHHAas TMouTa JOoJbKHA ucrosb3oBaTthess B I'BJIOY ¢ menbio opranm3anuu oOMeHa
JIEKTPOHHBIMU ~ COOOLIEHUSIMU ~ MEXJAYy pPaOOTHUKaMH M CyOBbeKTaMH HMH()OPMALMOHHOU
0€30MacHOCTH.

[Ipu ncnonabp30BaHUM IEKTPOHHOM MOYTHI 3aIPEIIACTCS:

oOMeH uHpopMmanuen i ciryeOHOro MoJIb30BaHus, a TaKXke HH(pOopMaLUel OrpaHUYEHHOTO
J0CTyINa;

IIPEJOCTaBJIEHUE JIOCTYIA K JIEKTPOHHOM MOYTE C UCHOJIb30BAHUEM JIaHHBIX CBOEH Y4eTHOH
3aIlUCH TPETHUM JIULaM;

yOJIMKAIUsl CBOETO CIY)KEOHOI'O ajjpeca 3JEKTPOHHOM MOYTHl B 3JIEKTPOHHBIX KaTajorax,
Ha TOMCKOBBIX MalllMHaX M JpPYrMX pecypcax ceTu VIHTepHET B LesIX, HE CBS3aHHBIX C
HCIIOJJHEHUEM CBOMX JO0JDKHOCTHBIX 00s13aHHOCTE;

MOJIIUCKA T10 3JIEKTPOHHON MOYTE Ha pa3jMyHble PEKIaMHble MaTepUallbl, JTUCThl PACCHIIKH,
UIEKTPOHHBIE XYpPHAJIbl U T.A., HE CBSI3aHHBIE C BBIIIOJHEHUEM II0JIb30BATEIEM JIOJDKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3allyCK Ha BbIMOJIHEHUE) (ailloB, NOJYYEHHBIX IO 3JEKTPOHHOM ModTe
WM u3 pecypcoB cetu HHTepHer, 0e3 mpeaBapUTENbHOW MPOBEPKHM HX AHTHUBUPYCHBIM
IPOrpaMMHBIM 00€CTIeYeHUEM.

Pabora B ceTsix 0011€ro MOJIb30BAHUS

I'BIOVY ocraBnseT 3a co6o0il nmpaBo OGIOKHMPOBATH WM OIPAaHUYMBATH JIOCTYI pabOTHHKAM K
CeTsSM CBSI3U OOILEro MoJIb30BaHUs, B TOM yHcie ceTu VIHTepHeT, coepKaHue KOTOPhIX HE UMEET
OTHOIIEHHSI K UCTIOJIHEHHIO JOJDKHOCTHBIX 003aHHOCTEH, a Takke K WH(POPMAIIMOHHBIM pecypcam,
COJIEp’)KaHWE M HANpPaABICHHOCTb KOTOPBIX 3allpellleHbl 3aKOHOJATENbCTBOM Poccuiickoi
denepanuu.
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Wudpopmanmst o mocemaembix pabotHukamu ['BJIOY  uHPOpPMALMOHHBIX pecypcoB
MPOTOKOJIMPYETCA JUI TOCJIEAYIOUIer0 aHaiu3a W, MNpH HEO0OXOJAMMOCTH, MOXET ObITh
IIpE/ICTaBJIEHA PYKOBOIUTENSAM CTPYKTYPHBIX IO/Ipa3fiesieHuil, a Takke pykopoautento ['BJAOY s
KOHTPOJISL.

[Ipu ucnonb3zoBanuu cetu MHTEPHET 3anpeleHo:

ucnoJib3oBath npenocrasieHHblii ['BJIOY noctyn B ceth HTEpHET B IMUHBIX LIEIAX;

HCII0JIb30BAaTh HECAHKIMOHUPOBAHHbIE TPOIPAMMHBIE U IIPOIPaMMHO-aIlIapaTHbIE CPECTBa,
IIO3BOJISIFOIIME MOJIYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYN K ceTH MHTepHeT;

MyOJIMKOBaTh, 3arpykaTb M PacHpOCTPAHITh MaTepUalbl, COJEpXKAIlfe HEIOCTOBEPHYIO
unpopmanuto o 'BJI0Y, a takke danpcudummponats cBoii [P-ampec.

Pe3epBHOe KOMpoOBaHNe U BOCCTAHOBJICHUE JAHHBIX

OcymiecTBieHre pe3epBHOIO KOTMPOBAHUS JIOJDKHO OCYILIECTBIISITHCS JJIS:

nHpopmaniuu oOpabarbiBaeMold Ha (GalJIOBOM CepBEpe U CcepBepe MPHUIIOKECHU,
MH(OPMALMOHHON CUCTEMBI,

pabounx MeCT aIMUHUCTPATOPOB UHPOPMAIIMOHHON CUCTEMBI.

YacTtoTa U pexuM pe3epBHOTO KONMUPOBAHUS YCTAaHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecneunTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX U ONIEPATUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOr0O KONUPOBAaHUS U BOCCTAHOBJIEHUS PECYPCOB HMH(POPMAIIMOHHBIX
cucreMm I'B/IOY noymxHbI MPOBOAUTH yIOTHOMOYEHHbIE padboTHUKH [ BIOY.

PesepBHoe KomMpoBaHHME JOJKHO  OCYHIECTBJISTHCS B aBTOMAaTHYECKOM  PEXHUME
C TNPUMEHEHHEM OTEYECTBEHHOTO CIIEUAIN3UPOBAHHOTO CpEICTBA PE3EPBHOTO KOMHUPOBAHUSA
C JCWUCTBYIOIIMM CepTU(UKATOM COOTBETCTBUS IO TpeOoBaHUSAM Oe30MacHOCTH HH(OpMauu
OCTOIK Poccun.

6 OCHOBHBIE TPEBOBAHUA K ITPOLECCAM YIIPABJIEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTBIO

MoOHUTOPUHT HHPOPMALMOHHOI 0€30IACHOCTH

Ha moctosiHHOM OCHOBE JOKEH NMPOBOAWUTHCS KOMIUIEKCHBIM aHanmu3 (PyHKIIMOHHPOBAHUS
nHpopmanmonnoit cuctemsl '6J/I0Y u Bo3HMKaOmMMUX cOOBITHH HHDOPMAITMOHHONW 0€301TaCHOCTH.

[Ipouiecc MOHUTOpPHHra CUCTEMBbI ObOecriedeHHs MHPOPMAIMOHHON 0€30MacHOCTU JI0JIKEH
BKJIIOYaTh B Cce0s KOHTPOJIb OPraHU3al[MOHHBIX M TEXHHUUYECKHUX MEp IO 3alluTe HHPOpMAaIH,
aHaJIu3 MapaMeTpoB KOHPUTYpAlMU U HACTPOMKHU CPEACTB 3aIUThI UHPOPMALIUH.

[Ipn npoBeneHMH KOHTPOJIBHBIX MEPONPHUSTHI, CBSI3aHHBIX C OLICHKOM peanu3aluu Mep
no 3ammute uHpopmaruu B ['BJIOY, ynomHoMouyeHHBIE PaOOTHUKH JOJDKHBI TMPHACPKUBATHCS
CJIEIYIOLIUX IPUHIUIIOB!

He HapymaTh GyHKIHoHUpoBaHue nestenbHoctd ['B/I0Y;

JEHCTBOBATh B COOTBETCTBUM C YTBEPKAECHHBIMU OPraHU3alUOHHO-PACTIOPSAAUTEIbHBIMU
nokymentamu ['BJIOY no 3amute nndopmanuu;

HE CKPBIBATh (DaKThI BHISBJICHHBIX COOBITHI HH(OPMALIMOHHON 0€30aCHOCTH;

0(hOPMIISITH OTYETHI, OITBEPKIAIOIINE BHIIIOJHEHUE MEPOTIPUATHH MO 3aIUTe HHPOPMAIUH.

Nudopmanus, monydeHHas B XOJ€ TMPOBEACHUS KOHTPOJIUPYIOUIMX MEPONPHUATUI
0 JEUCTBUSX, COOBITHUSX M IapaMmeTpax, MMEIOIIUX OTHOIICHHE K peaju3alid Mep MO 3alluTe
nH(pOpMalIUY, JOJKHA KOHCOJIUIUPOBATHCS U XPAHUTHCA B MECTax, UCKIIOYAIOIIUX IMOTy4YeHHE
K Hel HECaHKIIMOHUPOBAHHOTO JOCTYIIA.

MOHHUTOPHUHT JAHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSX MH(DOPMAIIMOHHOW OE30TacCHOCTH
JIOJKEH MPOBOJUTHCS, MO BO3MOXKHOCTHU, C UCIOJIb30BAHUEM CHCTEMBI MOHUTOPUHIA WHIUJEHTOB
nH(OpPMAIMOHHONW 0€30MacHOCTH WM BCTPOCHHBIX MEXaHHM3MOB HACTPOMKM M ayAuTa COOBITHIA
B MPOrPaMMHBIX W TPOTPaMMHO-AMMapaTHBIX CPEIACTBAX, HCIOIB3YEMBIX B HH(POPMAIIMOHHON
unopactpykrype ['BJIOV.
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YnpasieHue pucKkamMmu

OmnpeneneHue BHYTPEHHHX TPeOOBaHMU MO 3ammTe HWH(GOPMAIMHU, JOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEJICHHs aHajlu3a PHUCKOB HApPYIIECHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
i uHGopMannoHHBIX pecypcoB I'BJIOY.

OCHOBOI1 OLIEHKH PUCKOB JIOJKHA OBITH OIIEHKA YCIOBHI U (PAaKTOPOB, KOTOPbIE MOTYT CTaTh
MPUYMHOMN HAPYIICHHS 1IeI0OCTHOCTH, KOH(PHICHIIMATBHOCTH U IOCTYITHOCTH U HH(POPMAITMOHHBIX
pecypcoB I'BJIOY.

PesynpraToM mpoBeneHHUs aHAM3a PHCKOB JIOJDKEH OBITh pa3pabOTaHHBIN KOMILJIEKC Mep,
HaIPaBJICHHbIX HA CHM)KEHUE BO3MOYKHOTO HETAaTHMBHOIO BJIMSHHSA HAa OCHOBHYIO JESTEIILHOCTh
I'BIOY npu peanuzaiiuul TOM WM WHOK Yrpo3bl 0€30MacHOCTH HH(OPMAIMK U 00ECTICYMBAIOIINX B
JaTbHEHUIIeM TOCTaTOYHBIN YPOBEHb 3alIMIIEHHOCTH HpopMannoHHbix cuctem ['BJIOVY.

YnpasieHue MHIMIEHTAMH HH(POPMALHOHHOI 0e30ACHOCTH

st obecrieuenust 3(h(PEKTUBHOTO pa3penieHus HHIUACHTOB HH(HOPMAITMOHHON 0€30MTaCHOCTH
B I'b/IOY, MUHMMHU3aLIMK OTEPh M YMEHbBILEHUS PUCKA BOSHUKHOBEHHUS MOBTOPHBIX MHIIUJIEHTOB
JIOJI’KHO OCYILECTBIISATHCS YIPaBJI€HUE HHIUACHTaMU HHPOPMAIIMOHHON O€301MacHOCTH.

Jlig ynpaBieHUs MHUUMJEHTaMH HH(QOpPMAIMOHHOW 0O€30macHOCTH JOJDKHA OBITh CO3/1aHa
ci1y>k0a MOHMTOPHUHIA U pearupoBaHUs Ha MHUUACHTH UH()OPMAIIMOHHONW 0€301MacHOCTH, KOTopas
MOCPEJICTBOM KOMILJIEKCAa CPEACTB M MEPONpUITUN sl cOopa M KOHCOJMAAUMU HHGOpMaluu
00 MHIMAEHTaX pellaeT JaHHYI0 33/Ja4dy. B OTHOIIEHMM KaXKIOro MPOM3OMIEIIIEr0 WHUUIACHTA
paboTHUKaMU M3 CIYXKObl MOHUTOPHMHIAa M pearupoBaHUs Ha HMHIMJIEHTH HHYOPMAIIMOHHON
0€30MacCHOCTH JIOJDKEH BBINIOJHATHCS €r0 aHaiu3, U pa3zpaboTka 3(pPEeKTUBHBIX Mep pearupoBaHUS
Ha JaHHbIN MHLIUJCHT.

AyauT cucTeMsbl o0ecriedyeHUss HHPOPMALMOHHOM 0€30I1aCHOCTH

B nensix onenku Texymero ypoBHs uHpopMannonHoi 6ezonacHoct ['b/I0OY Ha perynsapHoi
OCHOBE JIOJDKEH MPOBOJUTHCS ayAUT MHPOPMALMOHHON 0€30MacHOCTH.

Bayrpennue ayauThl JOJDKHBI BBITIONHATHCS padotHukamu ['BJIOY. B umcno 3amau,
pelaeMbIX IPU MIPOBEAECHUHN BHYTPEHHHUX ayAUTOB MH()OPMAIIMOHHON 0€3011aCHOCTH, BXOAT:

cOOp W aHaNMM3 MCXOJHBIX MAHHBIX 00 OpPraHW3alMOHHOW W (YHKIIMOHAIBHOW CTPYKTYpE
MH(GOPMALMOHHBIX CUCTEM, HEOOXOUMBIX /715l OLEHKH COCTOSHHSI CUCTEMBI 3alllUThl HH(pOpMaIuy,

aHAJIN3 YTBEP)KIACHHBIX OPraHU3ALMOHHO-PACIOPSAUTEIbHBIX JIOKYMEHTOB II0 3allluTe
uHGOpMAaLUY Ha IIPEIMET UX HOJIHOTHI U 3(h(EKTUBHOCTH, a TakKe (GOpMUPOBAHHE PEKOMEHJAUN
10 UX JOopabOTKe WK Pa3pabOTKU HOBBIX;

obocHoBaHME (MHAHCOBOW A(P(HEKTHBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3alllUThI
nHpopManuy;

IIpOBEpPKAa MPaBWJIBHOCTM BbIOOpPa M  HACTPOMKM CpPEACTB  3allUThl  MHPOpMaLUH,
(dbopMupoBaHUE NPEAIOKEHHUM 110 UCIOIb30BAaHUIO UMEIOLIUXCS CPEJICTB 3aIUThl HH(POPMALMU IS
MIOBBILIEHUS YPOBHS HAIEKHOCTH M Oe3onmacHoCcTH nHpopMaroHssix cucrem ['BJI0Y;

aHaJM3 OTYETOB IO MPOM3OLIEAUIMM HHUMJECHTAM HHGPOPMALMOHHON Oe30macHOCTH
U IPUHSTBIM MEpPaM 10 UX Pa3peleHUIO.

IloBbIICHHE OCBEIOMICHHOCTH PA0OTHHKOB

B paMkax opraHuzanuu = KOMIIJIEKCHOTO IPOTHBOACHUCTBUS yrpo3aMm 0O€30MacHOCTH
uHpopMmanuy, ucxondmuM oT pabotHukoB I'BJIOY  nomkHa TMOCTOSSHHO MOBBIIATHCS
UX OCBEJIOMJICHHOCTb B O0JIACTH 3aIUThl HHPOPMAIIH.

[oBsltienue ocsepomiieHHoCTH padoTHUKOB I'B/IOY ocymiecTBisiercs:

o cymectBytomum B I'BJIOY oprannszanioHHO-paciopsAMTENbHBIM JOKYMEHTAM;

no npuMeHsieMbM B 'B/I0OY mepam 3amuTsl HHGopMaruy,

10 MPaBUJILHOMY UCIIOJIb30BAHUIO CPECTB 3alIUThl HH(POPMALIUH.
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7 3AKIIOYEHHUE

[Ipu wm3MeHeHMM JAEHCTBYIOIIEro 3aKoHoAarenbcTBa Poccuiickorr ®denepamum B obimactu
3amUThl MHQOPMAIMK, a TaKkKe OPraHU3alMOHHO-PACHIOPIIUTENbHBIX JokyMeHToB ['BJIOY
Hacrosas [lonuTuka M M3MEHEHUs K HEW NPUMEHSIOTCA B 4YacTH, HE IPOTUBOPEYAIlEHd BHOBb
IIPUHATBIM 3aKOHOJATENIBHBIM M MHBIM HOPMAaTUBHBIM aKTaM, a TaKK€ BHYTPEHHHMM JOKYMEHTaM
I'BAOY.

Bce TpeGoBanus, yCTaHOBJEHHBIE JCUCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoit
®denepannu, MOJ3aKOHHBIMU aKTaMU W JIOTOBOPHBIMH OTHOIIEHUsAMH, a Takxke moaxon ['BAOY
K 00€CIeUeHHIO COOTBETCTBUS ATUM TPEOOBAHMSIM IOJDKHBI OBITH SIBHBIM 00pa3oM OIpeesieHBI,
JOKYMEHTUPOBAHBI U MOJICPKUBATHCS B AKTYAJIbBHOM COCTOSIHUU.

I'BIOY B  OpUHOPUTETHOM  HAMpaBIEHWU  JOJHDKEH  pacCMaTpUBATBCS  TMEPEXO/T
Ha MPOrpaMMHOE 00ecrieueHrne OTEeUYEeCTBEHHOTO MPOU3BOAUTENS, BKIIOUEHHOTO B €AMHBIN peecTp
POCCHIMCKHMX MPOrpaMM JUIsl 3J€KTPOHHBIX BBIUMCIUTEIbHBIX MAIIUH U 0a3 JaHHbIX. B Tom uncie
[0 YacCTH CEPBEPHOr0, KOMMYTAllMOHHOIO OOOpyIOBaHUS U IMPOTrPaMMHO-alapaTHBIX CPEACTB,
BKJIFOYEHHBIX B EJIMHBIN peecTp poCCUICKON PaarO3IEeKTPOHHON ITPOAYKIIHH.

IlepecmoTp ¥ BHeECEHME U3MEHEHMH B HAcTOSUIyl0 [lOJIMTHMKY OCYIIECTBISIIOTCS
Ha [EpUOINYECKON U BHEINIAHOBOM OCHOBE.
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8 CHHUCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbusblii 3akoH ot 27.07.2006 Ne 149-®3 «O6 wuHbpopmanuu, WHGOPMAIMOHHBIX
TEXHOJIOTHSIX U O 3aIIUTe HHHOPMAIHY.

2  ®epepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHON TOIITHUCKY.

3 Tocranosnenne IIpaBurensctBa Poccuiickoir ®enepammm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [loyoxeHNsI O TUIICH3UPOBAHUH JIEATEIFHOCTH 10 pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUNTOrpaQUUECcKhX) CPEACTB, MH(POPMALIUOHHBIX CHUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHCTEM, 3allMLIEHHBIX C MCIOJIb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpau4ecKux) CpPeACTB, BBHIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOmacTh mmdpoBaHUS
nH(pOpMaLUY, TEXHUYECKOMY OOCIYKXMBaHHIO IH(POBAIBHBIX (KpUNTOrpapuuecKux) CpeaCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alIUIEHHBIX C UCIOJIb30BAaHUEM
mUGpoBaIbHBIX (KpUOTOrpadUUYECKuX) CpPeACTB (3a HCKIIOYEHHEM Cilydas, €ClIM TEXHMUYECKOe
oOcnyxuBaHuEe MHUQPOBATBHBIX (KpUNTOrpapUuecKux) CpeAcTB, HH(POPMALMOHHBIX CHCTEM
U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHbIX C MCIOJb30BAaHUEM IMIH(POBAIBHBIX
(kpunrorpaUyecKknux) CpeACTB, OCYIIECTBIsAETCS s oOOecreueHuss COOCTBEHHBIX HYXK]
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO PEINTPUHUMATETS ).

4  TlocranoBnenue IIpaBurenbctBa Poccuiickoii ®Demeparmu ot 01.11.2012 Ne 1119
«O06 yTBepkAeHUM TpeOOBaHMI K 3alllUTe TMEepCOHAIbHBIX MJaHHBIX MpU HUX o00padoTke
B MH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIXY.

5 [Ipmkaz OAIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIun
00 opraHuzanuu U oOecrieueHUn Oe30MacCHOCTH XpaHEHHs, 00pabOTKH M Iepenadyd 1Mo KaHajlaMm
CBSI3M C HCIOJIb30BaHUEM CPEICTB KpHUNTOTpaduuecKor 3amuThl HHGOPMALUU C OTPaHUYECHHBIM
JIOCTYTIOM, HE COJEPIKAIllel CBEICHUH, COCTaBIIAIONINX TOCYIAPCTBEHHYIO TaltHY».

6 Ilpukaz @OCBH Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxkaeHun IlomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, pEeATH3alliU U SKCIUTyaTalluu MU(POBaATBHBIX (KpUNITOTpahHIEeCKIX)
cpeacts 3anuthl nHGopmarmu (ITomokenue [TK3-2005)».

7 IIpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)acHUN TpeOOBAaHUN O 3aIUTE
nH(pOpMAITMU, HE COCTABISIONICH TOCYIApCTBEHHYIO TalHY, COACPXKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «OO6 yTBEep>KJACHUU COCTaBa M COJICPKaHUS
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
pu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepkaenun CocTtaBa U colepKaHUs
OpPraHU3allMOHHBIX U TEXHMYECKHX Mep IO OOecleyeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux o0paboTke B MH(OPMALMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM
CpeAcTB  KpunTorpapuueckod 3amurbl HMHGOPMAIMM, HEOOXOTUMBIX JUIi  BBINOJHEHUS
ycraHoBieHHbIX [IpaButensctBom Poccuiickoit denepanuu TpeGoBaHUM K 3allUTe MEPCOHATIBHBIX
JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amwura wuHpOpManMU. ABTOMATU3HUPOBAHHBIE CHUCTEMBI
B 3alUIIEHHOM HcnoiHeHuu. O01mue TpeCoBaHusD.

11 TOCT P 51898-2002 «Acnektsl 6e30nacHOCTH. [IpaBuiia BKIIIOUEHHS B CTaHAAPTHI.

12 TOCT P 50.1.056-2005 «Texnuueckass 3amurta HHGopMmanuu. OCHOBHBIE TEPMHUHBI
U OIIPENICTICHUSD).

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TeXHOJIOTHSA. MeTOobl U cpeAcTBa
6e3omacHocTH. CUCTeMbl MEeHeKMEHTa HH(opMamoHHOH 6e3onacHocTh. TpeboBaHUs».

14 TOCT P 50922-2006 «3amuTa napopmaru. OCHOBHbIE TEPMHUHBI U ONIPEICTICHUD.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uH(popMaTH3auuu. DPaxkTOpBHI,
BO3/IeHCcTBYIOME HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WHbopmarnrioHHass TEXHOJOTHS. MeTo bl

19



U cpeactBa obecrnieuenus 6ezomacHocTd. Yacth 5. PyKoBOJCTBO MO MEHEMKMEHTY 0€30MacHOCTH
CeTH.

17 TOCT P HCO/TO  13569-2007 «®dunancoBele  yciyru. PexomeHmanuu
10 HHPOPMAITMOHHOM 0€30MTACHOCTI.

18 T'OCT P UCO/M3K 27005-2010 «MupopmMannonHas TeXHOJIOTHA. MeTo/Ibl U CpeicTBa
obecrieyeHns 6e30macHOCTH. MEeHeKMEHT prcka HH(POPMAITMOHHOH 0€3011acHOCTHY.

19 T'OCT P UCO/M3K 27004-2021 «MudpopmanronHas TeXHOJIOTHS. MeTOIbI U CpeicTBa
obecrieyenns OezomacHOCTH. MeHeMKMEHT HH(DOpPMaMOHHOW Oe3omacHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, aHAIN3 U OLICHUBAHHEY.

20 TOCT P 51897-2021 «MenemKkMeHT prcka. TepMUHBI 1 OTIpEICTICHUSD.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHSI.

22 Konnenmus MH(POPMAIMOHHOM 0e30macHOCTH MCTIOJTHUTEBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

LIOKYMEHT MOANUCAH SNEKTPOHHOW NOANWCHIO

rOCYAAPCTBEHHOE BHOKETHOE [10LLUKOJIbHOE OBPA3OBATEJ/IbHOE 23.06.23 10:58 (MSK) CepTtudukat 1D48CF53BA865DA8919049A5E6FI261
YYPEXXAEHUE AETCKUWU CAA N 31 OBLLEEPA3BUBAIOLLIEIO BUAA C

MPUOPUTETHbIM OCYLUECTBJIEHUEM AEATE/IbHOCTU MO

XYAOXXECTBEHHO-3CTETUYECKOMY PA3BUTUIO AETEA MPUMOPCKOIO

PAMOHA CAHKT-NETEPBYPIA, Xpameesa HaTanbs 'puropbesHa, 3ABEYIOLLIASA
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